
 

  

APPROACH TO PRIVACY 

REGULATIONS 

Solving for Privacy Regulations through 

Adobe Campaign 

 

Abstract 
This document has been compiled as a view into what functionality 

Adobe Campaign provides to help with privacy regulation, approaches 

to managing customer marketing preferences and examples of some 

ideas businesses have put into effect. 

 



   

1 | P a g e    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer 

The Protection of Personal Information (POPI) Act has been signed into law with certain 

sections being live from 1 July 2020 (SAICA, 2020). Adobe as an organisation had 

already been required to ready itself for the structures set forward by GDPR, the 

European Union General Data Protection Regulation which came into effect on 25th 

May, 2018. 

Much of the content of this document is focused on the functionality made available in 

Adobe Campaign, as well as examples of experiences through interaction with 

European companies and customers, which would be as a response to GDPR. 

As companies in South Africa evolve their marketing strategies according to the 

requirements of POPI, the intention would be to include those nuances and experiences. 

This document is not legal advice, and is not endorsed by Adobe even though they are 

referenced extensively. The discourse is to discuss suggestions and ideas where 

companies have had to change marketing strategies to embrace the relevant 

legislation. 
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Privacy Management 
 

Regulations and Roles addressed within Adobe Campaign 

GDPR (General Data Protection Regulation) is the European Union’s privacy law which 

modernises data protection. If you are an Adobe Campaign customer and are using a 

hosted service with your data held in the EU, this will be in effect irrespective, from a 

data security perspective. This law would be the closest to POPI (once again, not a legal 

opinion) 

CCPA (California Consumer Privacy Act) is an Act specifically for the State of California 

in the US and relates to residents and their rights over data, specifically permissions as to 

when it may be sold to 3rd parties. 

PDPA is a data protection regulation for Thailand, not much elaboration on this. 

 

Adobe views two roles in the execution of Data Privacy: 

Data Processor – Adobe would see themselves in all cases where they host the data, as 

the Data Processor (so if hosted by the customer on-site, they would be the DP), 

responsible for protecting and managing the physical data 

Data Controller – the role of the business using the Adobe Platform. This would include all 

tasks around interfacing the customer’s data requests to the platform. 

 

 

Functionality Provided 

‘Right to Access’ and ‘Right to be Forgotten’ 
These concepts follow the basic rules around Access and Delete requests 

Right to Access is the duty of the Data Controller to be able to provide (free of charge) 

a copy of the customer’s personal held data, in an electronic format. 

Right to be Forgotten is the right the customer has to ensure their data is permanently 

removed, the data can longer be disseminated or used by 3rd parties. 

Both functions are enabled in Adobe Campaign either through the user interface, or 

though being able to answer a request through an API called externally from, say, the 

company website or an email. 

  



   

4 | P a g e    

 

Consent, Data Retention and Rights Management 
Consent Management refers to subscription management for preference management 

and would be a primary responsibility of the Data Controller, looking to get opt-in 

information at specific levels (perhaps brand, channel, communication type). This 

responsibility is implemented through strategy and is not controlled by Adobe 

Campaign, but is enabled through current functionality, such as subscription 

management that allows for the tracking of which customers have opted in for which 

types of communication, even going so far as capturing frequency of communication. 

Consent management works hand-in-hand with the configurable built-in pressure rules 

that help prevent over communication to customers. 

Data retention is managed in Adobe Campaign through a set of parameters that are set 

to define what periods data should be kept for, after which it is purged. These numbers 

can be individually set across delivery records, customer interaction tracking, visitor 

profiles, offers, generated statistics and archived events. 

Rights Management is used to protect access to data through the allocation of user 

roles which are configurable to allow certain roles access to certain types of data. This 

would also apply not just to seeing the data, but also who would be able to extract 

data. 

(Adobe, 2020) 

 

Suggestions for Consideration  

Customer’s Rights as Data Subjects 
 Identify a process to respond to a customer’s requests about what and how their 

personal data is being used. 

 Determine a process that can confirm a customer’s identity. 

 Ensure that responses to customers are clear and easy to understand. 

 

Guidance on Obtaining Consent 
 Manage as necessary all touchpoints for email capture for compliance, 

considering language, mechanism / channel for consent and consent logs. 

 Ensure all marketing emails include unsubscription links 

 Move unsubscription to a 2 step process by focussing first on reducing 

communication (less often, certain channels, specific products) and then on 

opting out. 

Data Minimization 
 Review all the data import and capture sources where data is flowing into your 

marketing system, documenting which fields are being used. 

 Remove unused data attributes from the database 
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 Use the data for the purpose for which it was captured to give your recipients 

better personalised experiences. 

 

Role-Based Access 
 Review user access profiles to ensure users have access to the data required to 

run campaigns, but not to data beyond this. 

 Traditional roles have been around who is able to do what, expand that to who 

can see what for which purposes. 

(Adobe, n.d.) 

 

Addressing Customer Preferences 

Subscription and un-Subscription 
Because of the impact of regulation, much time is spent on the management of 

customer opting out of communication or removing their information. Of vital 

importance is the onboarding of customer subscriptions and opt-ins to marking and 

other communications. This information is traditionally captured either through a 3rd party 

system or through direct communications with customers offering them the opportunity 

to subscribe to worthwhile and valuable future communication. 

  

Data captured in external systems and loaded across to Adobe 

Campaign generally come is a few flavours: 

A centralised subscription management database integrated into many systems for 

capturing and updating preferences (agent console, website, campaign management, 

mobile app, etc). This data would be held in a proprietary database and made 

available to Campaign though a data feed. 

A text file of information that is uploaded into the campaign database. As a source this 

could come as an extract from an external company who provides enrichment 

information. 

Trigger events that update a single customer at a time. Examples would be a profile 

update from the website o mobile app in real-time, calling an update API within 

Campaign.  
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Direct communication with the customer to drive subscription is generally 

managed through a convincing communication or marketing offer which traditionally 

directs the customer to a landing page or web page, or alternatively is managed in a 

mobile app.  

Adobe Campaign has a built-in engine that manages customer profile preferences and 

can be configured to run at practically any level you are prepared to communicate at, 

whether that be at a brand level, channel, marketing type, message type, product, etc. 

Both subscription and un-subscription work fundamentally in the same way, setting flags 

at the necessary level while keeping a trace log of all changes for auditability. The one 

difference is that Adobe Campaign also keeps a blacklist which is able to override all 

settings to ensure the customer is not marketed to. A situation where this would be used 

is through updates from the global opt-out register adhered to by the Direct Marketing 

Association of South Africa (DMASA), where a citizen has chosen to opt-out from all 

marketing communication, irrespective of the company. 

The approach to subscription and un-subscription differs, which unsubscribes being 

generally through a link that should be on every marketing email, while subscriptions are 

generally though a more direct strategy, focused to entice a customer into signing up 

for a service, communication or experience. 

Both are fulfilled by clicking the customer through to a web page, either built inside 

Adobe Campaign (templates are pre-configured and modifiable) or through an 

external data source like a corporate web site page or a CRM system as examples. 

 

To actively contact a customer the subscription would be a link that would send the 

customer to the subscription page, as an example 
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Which in turn would send the customer to a landing page to complete the subscription 

 

 

 

Double opt in is quite commonly used today. You register you email address on a 

website and you receive an email with a link, that once clicked on verifies that the 

captured email is in fact correct and validates the account you set up. The benefits of 

this are 3 fold: 

 Data validity is increased by ensuring the email address is correct 

 Clicking the link or recapturing the mail address confirms that customer has 

consented and that the on-boarding was transparent 

 A verified consent log can be created 

This would in effect follow the same process as the email op-in example above. 
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An example of the unsubscribe process could be to place the link at the bottom of the 

email 

 

Which passes the customer along to a landing page 

 

 

Soft opt out 
The concept of a soft opt-out would be that when a customer clicks on the unsubscribe 

link, instead of immediately opting them out and sending a confirmation email, they 

rather are sent to a page that has a softer tone and rather gives the customer a list of 

interests they would prefer to be communicated about, perhaps which channels they 

prefer (email, not SMS or mail as an example) time of the day and perhaps frequency of 

communications. Adobe is currently working at using platform AI to configure response 

models of when individuals are most likely to open communications, implemented 

directly into the sending engine to deliver experience at the best time to drive open 

rate. This is something that most likely should be done before the customer gets to the 

point of opting out of all communications. 
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Quarantine 
Worth mentioning is that Adobe Campaign has functionality to quarantine addresses 

based on historic delivery.  

If for instance an email address has an invalid domain, the address would be flagged as 

a hard-bounce, where-as if a message could not be delivered to a mailbox after a 

certain number of tries for another reason (such as mailbox full), it will be flagged as a 

soft bounce. Adobe then uses customisable rules to not deliver future messages to these 

addresses, helping save the integrity of your sending email domain reputation.  

These failed addresses can be used as a source of re-targeting on other channels, such 

as mobile, to help customers update their contact information. 

 

AMP Email as an alternative to Web or 

Landing pages 
During 2015 Google founded AMP (Accelerated Mobile Pages), an initiative to define 

and enhance native HTML by introducing a new open source HTML framework. This 

morphed into a community led program that in 2019 launched an extension of the 

framework, AMP Email. 

IF you are not familiar with the work, it is essentially a way of introducing rich web-page 

functionality into email, replacing the need to redirect from email to other links and 

pages. It is well worth reading up on the AMP initiative as it covers far more than the 

examples being using specifically for customer data rights management. More details 

can be found at https://amp.dev/about/email/ (AMP, 2019). 

Adobe Campaign has integrated the AMP framework directly into the email editor and 

delivery system. 

Where AMP would be relevant with regards to subscription, would be in situations where 

you would believe that customers would not like to click on a link and be sent to an 

external web page. Instead of a redirect, the data can be collected in the email and 

posted back to Adobe Campaign through APIs 

 

An example of subscription would be 

 

 

 

https://amp.dev/about/email/
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Using AMP we can render an Email that looks much like the ‘soft opt-out’ web page 

shown above: 

 

In place of sending the customer to a web page, the buttons in the email are 

connected to APIs within the organisation (or Adobe Campaign) to pass the 

preferences from within the email. 
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Controlling Privacy Management 
The GDPR compliance package provides functionality both for the requesting of private 

information as well as the deletion of all information pertaining to a customer. 

 

Request for information 
When a request for information registered in Adobe Campaign, the internal processes 

retrieve all associated data used to communicate with the customer, including 

frequency and offers made. The data is in turn made available in the form of XML which 

can be displayed either through a web page, or via a direct URL link. 

The idea would be to create the data request as a page within your website or mobi-

site, authenticating the user and then displaying their information. A recommendation 

would be to incorporate download functionality. 

 

Deletion of Information 
This process is able to be managed in either a single step or double step manner. Single 

step will allow for the automatic removal of information when a customer submits a 

requests to delete, the double step process requires a Data Controller within the business 

to approve the deletion of data before the step runs. 

The data that is deleted includes at a minimum information regarding: 

 The customer’s details 

 All communications to the customer 

 All tracking of a customer on said communications 

 Offers made to the customer 

 Subscriptions the customer has 

 Archived events and subscription history 

This list is able to be extended through workflows and configuration depending on what 

data customisation is completed within the implemented solution. 

 

Both requests for information and requests to delete information are accessible either 

through the Campaign user interface, through data loads (such as files or data transfers) 

and through APIs. 

  



   

12 | P a g e    

 

Some example approaches 

Activity Superstore 
There were a series of weekly emails sent 4-6 weeks in advance of the GDPR start date 

that had slightly different messages based on whether the recipient had opened one of 

the previous messages. The predominant CTA requested that the customer click through 

to a landing page and to update their marketing preferences  
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Nike 
The email example we have from Nike was more of an informative email directing 

customers to their website (a landing page) where subscription was handled along with 

explanations of the regulations. 
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Waitrose 
Placed urgency on accepting the electronic communication (time is running out) and 

gave the customer an incentive around recipes, exclusive offers and so on. Link drove 

the customer to a landing page in the website to update their details and accept digital 

communication. 
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Game 
A very comprehensive communication with a sense of urgency, outlining the 

regulations, links to a privacy policy, separate opt-in and opt-out links, and importantly a 

notification that if the customer does not respond they will be automatically opted out. 
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